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Introduction

In his introductory remarks, Dr Steve Sturdy, Deputy Director of the ESRC
Genomics Policy and Research Forum, explained that the role of the workshop was to
encourage dialogue between forensic scientists, policy makers, criminal justice
practitioners and social scientists. Rapid developments and changing practices in the
field of forensics have important implications for legislators and the criminal justice
system, as well as generating interest and concern among the wider public. This
workshop brought together individuals working in these fields with the aim of
exchanging ideas and developing understanding of the issues arising from the
forensic uses of genomic technologies. Additionally, Dr Sturdy wondered whether it
might be possible to formulate a collective contribution to the Human Genetics
Commission’s consultation on the forensic use of genetic information and the
National DNA Database. The introduction concluded with Dr Christine Hauskeller
(Egenis, University of Exeter) and Dr Richard Tutton (Cesagen, University of
Lancaster) providing a brief reminder of the issues raised in the previous two
workshops in the Genomics and Identity Politics Workstream.



Session 1: New Genetics, New Suspects

The first paper, "DNA, biolegality, and changing conceptions of suspects”, was
delivered by Professor Michael Lynch (Cornell University) and Dr Ruth McNally
(Cesagen, University of Lancaster). It focused on the way that legislation has both
kept pace with and facilitated changes in techniques of sample gathering and data
analysis in the UK National DNA Database (NDNAD). In a development of Michel
Foucault’s biopolitics, Paul Rabinow’s biosociality and Nikolas Rose’s biocitizenship,
Prof Lynch and Dr McNally proposed the concept of biolegality to emphasise the
symbiotic relationship between law and technology, whereby developments in one
are coordinated with developments in the other in a series of anticipatory
adjustments. An example of this symbiotic co-facilitation is the development of PCR-
based techniques that allow for the extraction and analysis of DNA from cells found
in human saliva. Legislative amendments in 1994 reclassified mouth swabs as ‘non-
intimate’, so permitting sampling without consent from anyone in police detention or
custody who had been or was about to be charged with a ‘recordable’ offense. The
increase in the quantity of DNA samples has led in turn to the feasibility of the
NDNAD, and further changes to the law have been introduced to allow for permanent
storage and the application of analytical techniques to these data. Prof Lynch and Dr
McNally conclude by arguing that, as well as capturing the relationship between
legislative and technical innovation, the concept of biolegality identifies an epistemic
relationship in which the biological ‘truthiness’ of DNA evidence legitimises
exceptional legal procedures.

Commentary on this paper was provided by Tony Lake (former Chief
Constable of Lincolnshire and ex-chair of the NDNAD). Mr Lake emphasised the
global nature of the issues surrounding the appropriate use of DNA data in criminal
justice, and noted that there are international differences in approach. The NDNAD is
a valuable asset in the successful detection of crime, and should be celebrated as
such. However there are issues regarding the appropriate use of this asset. The
collection, storage, use and sharing of DNA data must all be the subject of
deliberation. At the international level, a protocol for the formal exchange of DNA
bio-data between G8 countries has been developed. In these deliberations the rights
of suspects must be weighed against the rights of victims, and Mr Lake identifies
‘hawks’ and ‘doves’ in this debate. For example in the U.S. the right to privacy is
enshrined in the constitution and the F.B.I. are very circumspect in their use of DNA
data. Similarly the Association of Chief Police Officers in the U.K. opposes the
development of a universal database. On the other wing are included the U.S. state
authorities of California and Colorado who support the more widespread collection
and use of DNA data. The real issue, for Mr Lake is the retention and use of data
from suspects. It is important to independently analyse the data held on suspects
and the extent to which it is useful in the identification of offending patterns,
effective policing etc.



The discussion started with the observation that many new techniques for the
collection and analysis of DNA data are led by developments in practice rather than
through theoretical developments. Many techniques that have become routine were
developed to meet the demands of individual cases. While such innovations are then
subject to legal testing, ethical consideration may be overlooked as practice becomes
routinized. Scientists often attempt to fulfil the requirements of the current political
agenda while reflection lags behind. Wealth-creating aspects of DNA database
technology, although not as overt as in the case of stem cells, are also part of the
biolegality relationship. For example the rhetoric of the U.K. attempting to keep up
with the U.S. in terms of technological advances may influence the drive to push
forward practices. The discussion concluded with reflections on the efficacy of DNA
data on improving conviction rates, with its impact on guilty pleas and a comparison
with the utility of fingerprinting both raised as questions worthy of further research.

The second paper in this session was delivered by Professor Jim Fraser
(University of Strathclyde) and was titled “The acquisition, retention and use of
forensic DNA data in Scotland”. Prof Fraser outlined his recommendations for a
review of the legislation governing police powers in Scotland for the acquisition,
retention and use of data from those suspected of serious offences. Among the
questions to be addressed was: “Is it legitimate to keep the data in cases of suspects
involved in criminal proceeding, but not convicted of a crime?” Another key area of
concern was the use of DNA data from juvenile offenders. Some of the
recommendations were:

e A review of DNA governance structures. There are currently problems of
accountability and transparency, with data being used by various agencies but
no information in the public realm about how these data are being used.

e Legislation concerning the use of DNA data should be brought into line with
that concerning the use of fingerprint data.

¢ Maintenance of the 3 year limit on the retention of DNA samples and data
from those charged with, but not convicted of, serious violent or sexual
offences.

e Retention of DNA samples and data from juveniles who were accepted that
they had committed or were found to have committed a sexual or violent
offence including a serious assault.

Further issues raised by Prof Fraser included the tendency for assaults to be
classified in the “serious” category regardless of the seriousness of the assault. He
also observed that the response to requests for input into his inquiry from
stakeholder organisations was much lower than the level of response to the
recommendations themselves.

The commentator was Dr Doug Pearston, Manager of the Scottish DNA
database (Scottish Police Services Authority Forensic Services). Dr Pearston
welcomed the recommendations and thanked Prof Fraser for his valuable
contribution to the review. After a brief review of profile numbers and procedures for



data handling in the database, he made a number of observations concerning current
practices and how these might be improved. His first observation was that while the
Scottish DNA database is subject to the same rigorous auditing system as the UK
database, there is nonetheless a lack of transparency in how this data is used by
independent agencies. Dr Pearston agreed that it would be helpful to have more
information in this area. Secondly, since Prof Fraser’s report appeared, the conviction
rate from samples obtained in cases without a conviction has increased, and Dr
Pearston argued that sampling of this nature was beginning to show value. Dr
Pearston questioned the recommendation that collection of DNA from juveniles found
to have committed an assault should be restricted to “serious” cases, and argued
that, because of the danger of escalation of offending among this group, the police
might wish to keep samples from less serious violent juvenile offenders.

The discussion began with a consideration of the relationship between
fingerprint and DNA evidence. While the criminal justice functions of these two forms
of data are very similar, there may be differences that require special treatment of
DNA samples. The mystique (truthiness) of DNA data and the fear (amongst
suspects and those convicted of crimes) that DNA evidence is easier to plant were
both suggested as reasons for treating these two forms of data differently. However
it was observed that worries about planting evidence and the idea that that evidence
was of a special kind had arisen in the early years of fingerprinting as well. Another
line of discussion revolved around the assumptions upon which the collection and
retention of DNA data - and especially data from children and those not convicted of
an offence - was based. Currently, it was argued, judgements about what samples
should be kept, and for how long, are largely based on prejudice or common sense.
Recommendations should instead be made on the basis of information about the
ability of such data to predict risk and manage crime. Such information would in turn
depend upon systematic data gathering research, but this is not currently being
undertaken on any significant scale.

Session 2: Data, trust and suspicion

Prof Ann Rudinow Saetnan (Norwegian University of Science and Technology)
presented a talk based on a paper she co-authored with Johanne Yttri Dahl titled
“DNA databases, datasharing and forensic function creep”. The term function creep is
often applied to surveillance technologies and refers to the gradual changes in the
use of a technology (usually increases in scope). The case of the forensic uses of
DNA databases provides a good example of function creep. Functions that were
controversial or even illegal when first introduced become incorporated into normal
practice over time. While the gradual expansion of applications of a technology is not
necessarily a bad thing, it is often carried out in the absence of moral and legal
oversight. Prof Szetnan emphasised the importance of moral panic as a driver of
function creep in surveillance technologies. A high-profile murder or perceived threat
can lead to regulations governing the use of a particular technology being ignored,



which sets up a situation in which the moral ground has shifted. A Calvinist morality
appears to be at work such that once a technology has been developed it is seen as
wasteful not to put it to work in circumstances which, prior to the development of
the technology, it would have been considered problematic. Function creep need not
be the result of a conspiracy to subvert democratic freedoms such as the right to
privacy, but can be driven by the best of intentions.

Prof Saetnan suggested a number of steps to address problems that may arise
from function creep in DNA database technologies. One possible principle might be to
attempt to judge each application of a technology as if it were the first - i.e. as if
assessing the desirability of developing a new technology to fulfil that specific
function, rather than applying an existing technology to a new area. Another
approach might be to develop technologies in such a way as to make them resistant
to application outside the area for which they were originally designed - for example
destroying DNA samples so as to prevent their future use in unforeseen areas. There
are, of course, significant practical and technical challenges to such measures.
However awareness of the tendency of surveillance technologies to exhibit function
creep, and an accompanying reflexivity and transparency in the structures that
govern their uses (e.g. ethics committees, control committees), might go some way
towards addressing potential problems.

Commentary on this paper was provided by Dr Simon Bramble (Head of Police
Science and Forensics at the National Policing Improvement Agency). Dr Bramble
began by asking whether ethics is a luxury when considering the use of technologies
that can protect the public and detect criminals. Dr Bramble acknowledged that this
question was meant to be provocative, but stressed the problems of balancing ethics
and public safety. It might be better to describe the development of forensic uses of
DNA technology in terms of capability growth rather than function creep. Dr Bramble
outlined an example in which the use of a new technique (familial searching) led to
the identification of a person later convicted of a rape. A cost-benefit analysis
plotting detection rates against the number of innocent people sampled is possible,
but deciding at what point the rights of the innocent to their privacy is outweighed by
the rights of the victim is a difficult question.

With regard to the oversight of new functions arising out of the NDNAD, Dr
Bramble emphasised the existence of an independent regulator, three separate
select committees and an Ethics Group that amount to elements of Prof Saetnan’s
recommendations. What is important in this oversight is to ensure that there is an
evidence-based scientific perspective on quality standards as well as ethical and
legislative safeguards.

Discussion began with questions about the difficulty of identifying new
functions, since such identification is a precondition if novel applications of DNA
technology are to be assessed according to Prof Saetnan’s recommendations. For
example, should expansion of the NDAND be regarded as function creep? In the case
of illegal applications of a technology, this might be better regarded as function
violation rather than function creep. The lack of sanctions against violators and the



subsequent incorporation of these previously illegal applications suggest that
problems of transparency and lack of legal and ethical oversight over new functions
are problems even where new applications are unproblematically illegitimate.
Possible mechanisms for mitigating the problems associated with function creep
include greater transparency of organisations charged with applying DNA forensic
technologies and more evidence-based evaluation of the utility of new functions. The
latter mechanism is dependent on having better quality data on the forensic use of
DNA data, and it was suggested that this sort of data gathering should be part of the
normal functioning of organisations applying these technologies, as well as part of an
external regulatory structure. It was suggested that common/case law systems
might be particularly prone to legitimise function creep as they work on the basis of
precedent. In addition, pressures on law enforcement agents to secure results can
encourage them to continually push back the boundaries of what is acceptable.

The second paper in Session 2 was delivered by Dr Paul McCarthy (Cesagen,
University of Lancaster) and was titled, “Privacy-enhancing technologies, ‘protecting
my DNA/identity’? Building trusted citizens and citizen’s trust”. Dr McCarthy reported
on some of the issues that arose at a focus group meeting organised by Cesagen as
part of the Homeland Identification and Technology Ethics project. The focus group
explored ethical issues arising from the use of privacy-enhancing technologies
(PETs), in order to develop a balanced appraisal of PETs for policy makers as well as
the general public. Issues of privacy have been raised as a serious concern arising
from the increasing use of DNA and other biometric data in the security and crime
detection fields. Building public trust in the data gathering framework, in the face of
worries of state surveillance and intrusiveness, might be facilitated by the
development of technologies that restrict access to this data. Issues of privacy,
autonomy and social justice were addressed in the evaluation of two broad types of
PETs: front-end and back-end technologies. Front-end technologies, visible and
accessible to consumers/citizens, may increase autonomy, but may be problematic
from a social justice perspective as people without access to technology or are less
“savvy” will not benefit from these kinds of PETs. Back-end technologies might
address the social justice problems by building safeguards into the structure of the
technology, but it is questionable whether this approach enhances autonomy. Dr
McCarthy noted that issues of trust have tended to arise when data from citizens
(defined in contrast to some “other”, e.g. criminals or “non-citizens”) was included
on the NDNAD, and when biometric data was becoming more widely used in the
surveillance of citizens.

Commentary on this paper was provided by Prof Helena Machado (University
of Minho, Portugal). Prof Machado focused on three main arguments. The first
concerned the promised utility of PETs, which was framed within a political design
based on social management through technology. This framework was the same as
drove the development of the surveillance technologies that PETs are designed to
operate in, and has been undermined in the minds of the public by a number of



“technological failures” including recent incidents of data “losses”. Prof Machado’s
second argument is that we are witnessing a move towards a new emphasis on
individual responsibility through prevention and self-management of threats. This is
reflected in the emphasis on front-end PETs and the idea that citizens will be able to
protect their privacy through the use of these technologies. Such measures presume
that citizens are motivated to assume individual responsibility in ensuring the
security of their own data. This leads to a third point regarding the hierarchisation of
access to technology and to deliberations around its use. It would appear that the
distinction between trusted citizens and “others” is being replaced by a new
distinction between those who are the technologically equipped and learned citizens
and those who are not.

A lively discussion began by exploring the differences between back-end and
front-end PETs. The different ethical and social implications of these approaches to
privacy technology were discussed. As well as the trade-off between promotion of
autonomy and tendencies towards hierarchisation of access associated with front-end
PETs, further problems common to both approaches to PETs were identified. If
technological solutions are to be devised for legal requirements, the “fuzzy” demands
of legislators will need to be translated into precise rules that characterise digital
technologies. This may not always be easy as exceptions are tricky to programme. A
connected issue is that the people who devise PETs are rarely the same as those who
devise the legal norms to which the technology is to comply, so may not capture all
the legal subtleties. With regard to back-end PETs, it is not clear that a technology
that is not readily comprehensible (for example the encrypting of data) can restore
public trust. Given such problems, it is therefore likely that an over-emphasis on
technological solutions will be ineffective in addressing issues of trust.

Session 3: Suspect Subjectivities

Dr Mairi Levitt’s (University of Lancaster) paper “Catching them young?
Children and DNA data” drew on her interviews with parents, children and people
working with young offenders, to explore what being on the National DNA Database
might mean for young people. The placing of children’s data on the NDNAD is
controversial, but is commonly justified on the grounds that the likelihood of adult
offending is affected by behaviour in childhood. This approach draws on early
intervention models that aim to prevent young offenders developing into adult
criminals. This rhetoric appears to be modelled on that surrounding medical uses of
DNA data, according to which patient choice is enhanced by provision of genetic
information. However, the predictive value of DNA data from young offenders is
questioned by Dr Levitt. It is “normal” to offend as a youngster, and it is by no
means clear that justifications for the retention of this data are evidence-based.
Many interviewees were surprised that data gathered as a result of youthful
offending was kept permanently and almost all professionals working with young
people thought that society is less tolerant than in the past. Attitude surveys



demonstrated that many parents believed that it was “other people’s children”,
primarily from lower income groups, that were likely to end up in the database. Dr
Levitt expressed worries that there appeared to be moves towards a view that
certain genetic profiles were more likely to offend and that the predictive use of the
NDNAD was helping to consolidate the view that behaviour was predetermined. The
multi-factorial understanding of determinants of health outcomes does not always
seem to be reflected in the rhetoric of the predictive value of DNA data in the
criminal justice field. There are also issues of discrimination regarding particular
social groups that are likely to be disproportionately represented on the database.

Prof Jim Stevenson (University of Southampton) responded to the issue of the
predictive value of DNA data in criminal investigations. The nature/nurture
dichotomy is misleading. The important question is how genetic and environmental
factors interact in generating variation in behaviours between individuals. While we
are not dealing with a “natural” phenomenon (as we might be with, for example, a
genetic disease), this does not mean that we cannot understand the role of genetic
factors in criminality. Studies of the role of genes in behavioural variation have
shown that genetic factors do appear to be important in the development of
aggressive behaviour. This correlation is not shown in non-violent anti-social
behaviour. Studies have demonstrated an interplay of genetic and environmental
factors, implying that genes influence a person’s sensitivity to environmental stress,
rather than “coding” for a behaviour directly. Also complexes of genes tend to be
involved in phenotypic features (including behavioural characteristics), rather than
single genes. Consequently, there is no possibility of identifying a gene for
aggressive behaviour, and no professional working in this area would suggest
otherwise. Prof Stevenson emphasised that predicting adult behaviour purely on the
basis of early behaviour was extremely unreliable, but this reliability could be
improved with the inclusion of studies incorporating gene-gene and gene-
environment interactions. The reliability of these techniques will continue to improve
as more is known about these interactions and, while care should be taken not to
over-emphasise the importance of this information, we should not discount the utility
of these studies.

Discussion focused on the parallels between predictive testing in the medical
and criminal fields. It was suggested that pressures to undergo monitoring or even
“treatments” might develop. The way people respond to the identification of risk
factors is the subject of study in the medical realm and a range of reactions have
been demonstrated. It is not clear what this would mean for those identified as “at
risk” of criminality; would the response not sometimes be negative? Eugenic
implications of medical testing could be echoed in the identification of behavioural
genes, with very problematic results. However it was emphasised that the current
science identified multiple small effects with variation being common. One cannot
isolate small groups as being particularly susceptible to developing criminal
behaviour in this way. One point that was raised was that this seems to reflect a



change in our view of risk as it relates to crime. Mitigating risks used to mean locking
the door - but might it be coming to mean the control of risky individuals?

The second paper of Session 3 was delivered by Dr Barbara Prainsack (CBAS,
King’s College, London) and was titled “Criminals in the making: forensic DNA
technologies and prisoners’ identities”. Dr Prainsack’s research explored the attitudes
of prisoners to the use of DNA forensic technologies. An important finding was that
many prisoners were very concerned about their families’ safety and welcomed the
development of technologies that they believed would help to promote it. There was
a strong desire for order among many prisoners, with a surprisingly tendency to see
the state as a parent - punishing and protecting in equal measure. In addition there
was an understanding that DNA evidence can acquit as well as condemn, so it was
welcomed as a means to avoid wrongful conviction. However, there were also
recurring worries about the improper use of DNA technologies. A perceived threat of
evidence being planted, particularly by their peers rather than by the authorities,
was evident. Amongst groups that could be called “professional” criminals there was
a view that DNA technology shifts the risk/benefit analysis. The body can always
betray you but, while some risks can be controlled (e.g. you can wear gloves to
prevent leaving fingerprints), there are particular problems with leaving DNA
evidence. DNA evidence was treated as decisive, even to the extent of prompting
confessions in cases where the person considered themselves to be innocent.
Overall, DNA technology was thought to have shifted the power dynamic between
offenders and the state; however this was thought to be a temporary situation
lasting only until offenders had mastered the technology.

Dr Pamela Sankar (University of Pennsylvania) welcomed Dr Prainsack’s study
and argued that it demonstrated the contradictory attitudes held by offenders to DNA
technology. Dr Prainsack’s quotes had shown that even within one individual the
attitudes to the forensic use of DNA could be varied and even contradictory. On the
one hand it was thought that DNA technology forced the police to carry out thorough
investigations and was an important tool in ensuring that wrongful convictions were
prevented. On the other hand the worries around evidence planting were a source of
anxiety. Dr Sankar emphasised that the technology is still being created and it can
develop in different directions. The history of the development and use of
fingerprinting in the early years of the twentieth century might be informative in
helping to understand the reception of DNA technology among various groups. One
question that was raised concerned the different types of prisoners interviewed and
the influence that age, or their attitudes to crime, might have had on their
responses. It might be interesting to break down Dr Prainsack’s data into finer
categories to uncover patterns.

The issue of different groups of offenders and their attitudes to DNA
technology was picked up in the wider discussion. For example, if the criminal has no
expectation of reoffending does this change their view of being on a DNA database
as compared with a “career criminal”? It was suggested that responses to



surveillance technologies (e.g. electronic tagging) might serve as an interesting
parallel. It was also observed that prisoners displayed a sense of fairness in their
interviews, with the main concern being that DNA evidence might be unfairly
planted. The question of methodology was raised and it was suggested that the
prisoners were perhaps responding in ways that they thought were “acceptable” to
the researcher. Dr Sankar responded that the prisoners seemed, on the contrary, to
be rather candid, or even to be projecting an image of non-conformism. Follow-up
studies aimed at identifying and correcting possible biases were suggested. The
discussion concluded with consideration of the relationship between DNA evidence
and patterns of offending. Do criminals alter the kinds of crime they commit on the
basis of an assessment of the risks of leaving DNA evidence? It was suggested that
patterns of offending are indeed changing as a result of technological developments
in forensics, but that political initiatives (for example a campaign against knife-
crime) are also influential.

Session 4: Suspicious associations: familial searching and forensic
phenotyping

Prof Erica Haimes (Newcastle University) and Prof Robin Williams (University
of Durham) presented their paper on “Social and ethical issues in the use of familial
searching in forensic investigations”. Familial searching occurs when a DNA profile
obtained at a crime scene fails to yield a unique match with a personal profile on the
NDNAD. In such cases, a search may instead be conducted to find one or more close
partial matches, who may then be brought under investigation on the assumption
that they are genetically related to the unknown suspect. This can lead to an
exponential increase in the numbers of individuals potentially under investigation.
This technique has only been used in a small humber of cases so far, but raises a
number of socio-ethical issues. Most emphasis has been placed on issues around
privacy and the possible reinforcement of views that criminality runs in families. The
problems of revealing previously unknown genetic links (or lack of them) between
individuals have also been raised. Additionally, Profs Haimes and Williams drew on
work in family and kinship studies to raise a number of issues about how relatedness
is understood, the relationship between social and biological ideas of relatedness,
and the role of genetic information in shaping this understanding. Such issues
included the impact of familial searches on families, the idea that persons could act
unwittingly as ‘genetic informants’ on their kin, and problems of the conflict between
obligations to kin versus obligations to society. These issues suggest that, as well as
addressing common concerns about privacy and stigmatisation, the impact of familial
searching on family self-identities must also be taken into account. Such issues have
important implications for policy development, Profs Haimes and Williams suggested
that lessons could be learned from the health field with regard to revealing
relatedness/non-relatedness. They noted, however, that this is not a settled issue
even among health practitioners.
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Comment was provided by Dr Kevin Sullivan, head of Standards and
Validation at the Forensic Science Service. Dr Sullivan suggested that familial
searching is perhaps an inappropriate term, and that a more accurate alternative
might be “genetic relatedness test” or “proximity test”. However he suspected that
we are stuck with the term “familial searching”. He stressed that familial searching
was developed in response to an urgent particular need. Legal consideration was
given to this development, but ethical consideration has lagged behind. Dr Sullivan
stressed the concept of proportionality, which in this case means that familial
searching is only considered in serious cases. Other safeguards are in place and the
UK has a comprehensive regulatory framework. This is not the case everywhere; for
example in the US local regulations range from complete prohibition to a lack of
regulation. Dr Sullivan suggested a number of techniques for minimising intrusion,
including the filtering of data by sex, age and geographical proximity. The use of
paternal lineage (YSTR) testing coupled with appropriate filtering of the data has
proved to be a valuable resource in the investigation of crimes. There is scope for
improvement in making guidelines more transparent, but the regulatory framework
in the UK is largely adequate.

Dr Sullivan kicked off the discussion with the question: “If familial testing was
invented today, would we approve its use?” Responses to this challenge varied with
both yes and no votes registered. One view put forwards was that there was little
difference between being bothered by the police on the basis of withess testimony
and being bothered as a result of familial searching. It was noted that familial
searching goes against the trend of trying to reduce the chances of people being
included in the list of suspects and that efforts to filter the data may introduce
biases, based in social factors, which a more general search is not subject to. It was
also observed that restricting the technique to cases of serious crime betrayed
nervousness about the technology and its uses (as well as begging the question of
what constitutes “serious” in criminal terms). It was argued, however, that criminal
law has always placed conditions on intrusion based on the severity of the crime
being investigated. A theme that arose in discussion was that there very little
evidence concerning the impact on families of police investigations, whether driven
by familial DNA searches or not. Good governance is dependent on good information,
so research is needed into the impact of this technique if legislation is to keep pace
with the technology. There is a danger that, in the absence of sufficient
understanding of familial searching, the technology will tend to be “spectacularised”
by agencies, interest groups and the media.

The final paper of the workshop was delivered by Prof Bert-Jaap Koops
(University of Tilburg) and was called “Forensic DNA phenotyping: regulatory issues”.
Forensic DNA phenotyping is where crime-scene DNA is analyzed to produce a
description of the unknown suspect, potentially including external and behavioural
features, geographic origin and sometimes even surname. Prof Koops discussed
regulatory issues around the use of forensic DNA phenotyping, concentrating mainly
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on the Dutch criminal justice system. Issues that have arisen include: the right of
people not to know what their DNA tells about propensities to disease or other
propensities; data protection and privacy; stigmatization and discrimination; and the
“slippery slope” argument. It was argued that many disease and behavioural
propensities, especially in cases where these propensities have not (yet) been
expressed, should not be revealed as this would infringe the rights outlined above.
However for many externally perceptible traits such as hair colour, and for non-
sensitive behavioural traits like left-handedness or a propensity to smoke, there did
not appear to be such rights-infringement issues. Inferring ethnic origin and surname
is also compatible with fundamental rights, provided measures are taken to limit the
risk of discrimination. There is a middle group of somewhat but not too sensitive
traits, for example indicators of early-apparent medical disorders like albinism or
teenage-onset alcoholism, which present particular problems. An important
qualification with regard to the use of forensic DNA phenotyping is that it tells one
where not to look, rather that providing a description of the suspect.

The response was by Julia Selman-Ayetey who, after mentioning the variation
that exists in regulation of forensic DNA phenotyping, stressed the limitations of the
approach. While genotypes provide a fixed and determinate marker of identity,
phenotypes can only be probabilistically inferred from genotypes. Epigenetic factors
must be taken into account and these can have a dramatic effect on how genes are
expressed. Identification of suspects by forensic phenotyping depends on
probabilistic analysis, which may often be subject to the same kinds of biases that
arise in other areas of suspect profiling. Where the technique is most useful is in
cases where an amalgam of features is identified, but this tends to reduce the
chances of success. Research is needed to compare the utility of forensic DNA
profiling with eye-witness reports and other forensic methods with regard to
detection and resolution of cases; a cost/benefit analysis is required. It is difficult to
draft legislation on the basis of so rudimentary a science. The Dutch regulatory
model could serve as a reasonable basis upon which to proceed in the UK but there
are still issue to be dealt with and these issues are changing as the science develops.

The discussion picked up on Ms Selman-Ayetey’s last point and began by
focussing on possible structures for the continual review of the regulation of forensic
DNA phenotyping, for example oversight committees. It was suggested that, given
the primitive level of the science, the results at present were not likely to be
significant; indeed phenotypic profiling is virtually non-existent at present, though
this may change in the future. The key issue is how we might combine phenotypic
information with other types of data. It was emphasised that geographical origin
data was only meaningful in “outlier” cases and in these circumstances there is a real
danger of stigmatisation as it will tend to be in populations that are relatively
isolated. There is a worry that this technology may tend to mislead rather than
inform police investigations if too many assumptions are built into the profiling.
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Final Discussion

Dr Sturdy led the final discussion, and reiterated his hope that it would be
possible to identify a consensus among some or all of the participants about a set of
recommendations which could form the basis of a submission to the Human Genetics
Commission consultation on the forensic use of genetic information and to the
Scottish Government consultation on Prof Fraser’s report on the use of such
information in Scotland. The main issue that has recurred throughout the papers and
discussions has been the need for more research into the operations of the NDNAD
and its utility. This is required to aid transparency and ensure that strategic planning
is evidence-based rather than proceeding on the basis of “common-sense” and
prejudice. Those present at the final meeting agreed that Dr Sturdy should draft the
proposed submissions and circulate them among the participants for comment and
agreement where appropriate.

The issue of the changing identity of the suspect was also discussed. Inclusion
on the NDNAD has changed what it means to be a suspect, from being suspected of
a specific offence to that of being a suspect simpliciter. The question was asked:
“What is the national database for?” Not all those on the database have been
charged with or convicted of a crime, and not all criminals are on the database. In
genomic medicine it has been argued that we are all, to some extent, patients. In
terms of medical research, being on a database is often seen as a way of helping to
improve medical capabilities and provisions; could forensic DNA databases be seen in
a similar light? However, inclusion on a medical DNA database is usually voluntary
and motivated by a philanthropic desire to help society, while inclusion on a forensic
DNA database is in almost all cases compulsory and against the wishes of those
included. Perhaps the issue might be better thought of in terms of changing notions
of citizenship; we are all risk subjects rather than suspects, while the state is a risk
manager in the business of predicting risk. People seem to be happy to endorse the
risk-averse state and the technologies that go with it. But this also raised questions
about the novelty of the issues thrown up by the NDNAD. The surveillance state has
been around for a long time, so perhaps it is simply the mechanisms for surveillance
that have changed. As with the development of other surveillance technologies, we
should not overlook the role of institutional players. CCTV companies, forensics
companies, the state, etc. all have their part to play in the dynamics that drive
technological advances.

The session closed with thanks to Margaret Rennex and Clare Mowbray, both
of whom were instrumental in the organisation of the workshop.
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